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Digital transformation also increases security risks
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| THERE IS A LOT OF REGULATORY
DITTAgR = SECURITY GUIDANCE OUT THERE...
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Australian Government

Postmarket Management of Departmcatef inkh
Cybersecurity in Medical Devices EENSSSRsiSsems

RECOMMENDATION: MANUFACTURERS

Cyber Security Requirements for

Medical device cyber security

Draft Guidance for Industry and guidance for industry Guidance for Ensuring Cybersecurity of Medical Devices Network-G ted Medical

Food and Drug Administration Staff etwork-Lonnected Medica Guid D .

Devices! uidance Document:
DRAFT GUIDANCE
This guidance document is being distributed for comment purposes only Version 1.0, July 2019 1 Introduction Pre-market Requirements for Medical
Document issued on: January 22, 2016 vesthe e Device Cybersecurity
document within 90 days
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B51-C5 132 Varsion .1 of Novamber 3tn 2018 Pageliens

‘Contains Nonbinding Recommendations

Draft - Notfor Implementation

1+ Content of Premarket Submissions for 2 EU Cybersecurity DRAFT Guidance &

2 Management of Cybersecurity in B for MD Manufacturers

3 Medical Devices
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s Draft Guidance for Industry and peraorl edeal ) Draft Version 3" September 2019

Food and Drug Administration Staff
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3 DRAFT GUIDANCE

9 This draft guidance document is being distributed for comment purposes
only.

&  Working document for the TF meeting on 26" September

B DRAFT DOCUMENT
4 International Medical Device Regulators Forum RAPPORT

2 Document issued on October 18, 2018.

150 days of
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17 commentst the Docket Managessent Sff(HFA-305), Food 1nd Drug Adminisirtion, 5630
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1 v 9 18| Title: Principles and Practices for Medical Device Cybersecurity
2 .

9 . 1 on MD Cybersecurity
2 20 Authoring Group: Medical Device Cybersecunty Working Group
2 G0l eey s gov
3 Outreach 22| Date: October 1, 2019 ANSM'’S GUIDELINE .
24 (OCOD) at 1-800-835-4709 or 240-402-8010.

3

Cybersecurity of medical devices integrating
software during their life cycle
27 When final, this guidance will supersede Content of Premarket Submissions

for of Cy ity in Medical Devices — Fir idance,
20 October 2,2014
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AUSTRALIAN GUIDANCE

(
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Total lifecycle approach (TPLC)

« References NIST Framework

« Recognizes AAMI TIR 57, UL 2900, ISO 27799,
ISO/IEC 29147, ISO/IEC 30111, and others

« Stress on information sharing and vulnerability disclosure

« Stress on supply chain assessment
« References FDA guidance, NIST, IMDRF, but also South Korean and
ECRI
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« References NIST Framework

Total lifecycle approach (TPLC)

CANADIAN GUIDANCE

GLOBAL DIAGNOSTIC IMAGING,
HEALTHCARE IT & RADIATION THERAPY
TRADE ASSOCIATION

« Strong reference to TIR 57, NIST 800-30 and UL 2900
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pect post market patching/monitoring plan in submission

pect a security risk management in parallel with safety

K management - in line with TIR 57, i.e. a dedicated

security risk management process
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JAPAN H I

« Guidance for Ensuring Cybersecurity in Medical Devices
(Notification No. 0724-1, July 24, 2018)

 Primary focus on risk management

— Cybersecurity is now considered a foreseeable hazard
« Standards:

—japanIEC 80001-2-2, IEC 80001-2-8 and NIST SP800-53

« Shared responsibilit
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ceneeene. EJ MDR AND IVDR SEC U RITY
DIT TA SRS GUIDANCE

(

 Being developed by DG Grow, Joint Research Center,
European regulators, ENISA, notified bodies, v,
hospitals and industry associations T
« Details concepts around

— Relation between safety and security risk management
— Shared responsibility

— State of the art

— Documentation

— Post market surveillance and vigilance
 Expected to be published in December 2019
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IMDRF PRINCIPLES AND PRACTICES FOR
DITTA setseestistine- ~ MEDICAL DEVICE CYBERSECURITY

(

TRADE ASSOCIATION

« Currently out for public consultation, closes on 2 Dec.
http://www.imdrf.org/consultations/cons-ppmdc.asp
« Details concepts around

— Total lifecycle approach (TPLC)
— Shared responsibility

— Information sharing

- Documentation

— Post market requirements

— Coordinated vulnerability disclosure
« References to many standards and other guidance's
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G ) CONSISTENT ELEMENTS ACROSS
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 Security Risk Management

« Security by Design (and by default)
- Standards

« Documentation

 Total lifecycle with post market security requirements:
— Vulnerability and Patch management
— Coordinated Vulnerability Disclosure
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HEALTHCARE IT & RADIATION THERAPY

TRADE ASSOCIATION STANDARDS THAT CAN BE USED IN THE LIFE CYCLE OF
MEDICAL DEVICES AND HEALTH SOFTWARE

’ GLOBAL DIAGNDSTIC IMAGING, EXAMPLES OF SECURITY RELATED (HEALTHCARE
DITTA ( )

Pre-market process Product Features Documents Post-market process

Szl Build products with the appropriate security controls Specify secure use Security Management
development lifecycle P PProp y P (updates and upgrades)

ISO/IEC 27034, IEC 62443-4-1,
NIST FIPS 199 Security Categorization

Threat/Risk Analysis ISO 15026-1/2 ISO/IEC 29417 Disclosure
Assurance case ISO/IEC 30111 Vul./Incident
NIST SP800-30

IEC 62443-3-2* ISO 15443-1/2 ISO 270xx Information
ISO 20004 Security assurance Security Management

ISO 27005 (Product operations)

NIST FIPS
ISO 31000 NIST SP800-53 Security Cr

SO 1S0 15408 Common Crite 02 Crypto Mod
o on Crite :

: m 180-4 Hashin

ISO 270xx (Lifecycle) 18004 Timestamps .

186-4 Digital Signatures
SONEe0s 18033 Encryption 193 PIatfgorm Rgsilience
150 15228 18367 Crypto algorithms 197 Encryption
NIST SP800-160 18370 Digital Signatures 198-1 Hash Mse Auth
SAFECode 19592 Secret Sharing .

OWASP 19772 Auth. encryption

201 Person Authentic Black = Healthcare specific
MITRE CWE & CAPEC 27040 Secure Storage

202 SHA-3 * = New or being revised

200 Min Security Regmts [r—



> ISO/TC215 AND IEC/TC62 DEVELOPMENT
Y DT TA e  ACTIVITIES RELATED TO MEDICAL
DEVICES/HEALTH-IT SECURITY

« Update* ISO/IEC 80001-1(:2020-Q1)
Health informatics — Safety, effectiveness and security in the implementation and use of
connected medical devices or connected health software - Part 1: Application of risk

management

« NWIP* ISO/IEC 80001-5-1(:2021-Q4)

Health informatics — Safety, security and effectiveness in the implementation and use of

connected medical devices or connected health software — Part 5: Security — Sub-Part 5-1:

Activities in the Product Lifecycle

- NWIP* IEC TR 60601-4-5(:2020-Q2)

Medical electrical equipment - Part 4-5 Guidance and interpretation — Safety related technical

security specifications for medical devices

NWIP* ISO/IEC 81001-1(:2020-Q4)

Health informatics — Health software and health IT systems safety, effectiveness and security

— Part 1: Foundational principles, concepts and terms

 Update* IEC 62304 ED2 (:2020-Q2)
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THANK YOU!

www.globalditta.org

Follow us on u @DITTA online
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