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Vision

ro e the LEADING
INNOVATIVE AUTHORITY

protecting and advancing NATIONAL HEALTH and SAFETY
M 'i S S'i Ol - wisely regulate health products

e To SErve the administration of justice
e To SECUre the nation’s blood supply
® To safeguard public health

Corporate Headquarters ® Health Products Regulation Group ® Blood Services Group ® Applied Sciences Group

A Statutory Board of the Ministry of Health | The Singapore Public Service : Integrity ® Service ® Excellence
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Organisation Structure

HSA Board

.
1]

-

Quality Service Manager

Chief Executive Officer

Corporate Services Group

* Corporate Communications
* Facilities Management
* Finance
* Human Capital Management
* Information Management
* Legal
* Legal Policy & Prosecution
* Professional Matters
* Risk Management & Emergency Planning
» Safety & Quality
( Strategy & Business Transformation

Medicinal Products Pre-Market Cluster
® Innovation Office & Clinical Trials
® Advanced Therapy Products
® Therapeutic Products
* Complementary Health Products

~N

Health Products
Regulation Group

Vigilance, Compliance & Enforcement Cluster
® Audit & Licensing
- Audit
- Licensing & Certification
* \figilance & Compliance
* Enforcement
* Tobacco Regulation

Medical Devices Cluster
® Medical Devices

Group Director's Office
Stakeholder Engagement Office

Professional
® Clinical Services
* Quality
* Capability Development and

VAN

Blood Services Group

International Collaboration

Operations
* Patient Services
* Blood Supply Management
= Blood Resources

Admin
* Blood Service Support

J \_

Analytical Science
* Chemical Metrology
* Pharmaceutical

Applied Sciences Group

Forensic Science
* Analytical Toxicology
* Biology
e Illicit Drugs
® Forensic Science

Forensic Medicine
Group Director’s Office
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Regulatory Scope — Diverse Range of Products
ALY By S e
Investigational / Range Of S Tobacco
Drugs \ Products XS Products
under HSA’s
Oversight
Complementary
Cosmetics Health Products

, . Cell, Tissue and Gene
0 4 Therapy Products
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‘,f HSA Outline

e Singapore MD Regulatory Framework
* Telehealth Guideline

 MD Cybersecurity Requirements

* MD with Artificial Intelligence (Al)/ Machine Learning (ML)
e Software Life Cycle Guidance
* Other Initiatives

e Challenges & Considerations

All Rights Reserved, Health Sciences Authority



Singapore’s Demographic

Imported Medical Devices

For Singapore, majority of medical
devices are imported:

~ 3000 importers & wholesalers

~ 200 local manufacturers

No ot dealers licenses approved
(as of Aug ‘19)

Manufacturer
7%

Importer
47%

Wholesaler
46%

Innovative R&D Ecosystem

Singapore’s network of top universities,
research institutions and innovative start-
ups enable MedTech companies to tap on
a vibrant open innovation ecosystem.

More than 25 R&D centres

50 regional headquarters

Over 220 MedTech start-ups and
small-medium enterprises

Source: https://www.edb.gov.sq/en/our-industries/medical-technology.html



https://www.edb.gov.sg/en/our-industries/medical-technology.html

‘,‘rYHsA Entering the Singapore Market

Key regulatory controls in line with the MD lifecycle

1. Dealer 2. Product

Controls Controls
Licensing of dealers
(local manufacturer, ||Product registration
importer, wholesaler)

Pre-market stage

3. Post-market Controls
Compliance;
AE & FSCA reporting;
Distribution standard

Post-market stage

All Rights Reserved, Health Sciences Authority
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Definition of “Medical Device” (MD) H°actFist scheduie

http://sso.agc.gov.sg/

“Medical Device” means

Any instrument, apparatus, implement, machine, appliance, implant, in vitro use, software,
material or other similar or related article that is intended by its manufacturer to be used,
whether alone or in combination, for humans for one or more of the specific purposes of —

a) diagnosis, prevention, monitoring, treatment or alleviation of any disease;

b) diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury;

c) investigation, replacement, modification, or support of the anatomy or of a physiological
process, mainly for medical purposes;

d) supporting or sustaining life;

e) control of conception;

f) disinfection of medical devices; or

g) providing information by means of in vitro examination of specimens derived from the
human body, for medical or diagnostic purposes,

and which does not achieve its primary intended action in or on the human body by pharmacological,
immunological or metabolic means, but which may be assisted in its intended function by such means.
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Risk Classification

Medical Devices are categorized into 4 risk classes which are
aligned with the international rule-based classification system

Regulatory
Oversight
Pacemaker
Bone fixation
plate
Hypodermic
needle
Tongue
depressor

Degree of Risk

All Rights Reserved, Health Sciences Authority 10



Health Sciences Authority

Inherent Challenges

Ensuring Product Quality

The Internet of Things

’ Cybersecurity

:._:5 Regulatory Compliance and Controls

=x_ 7

¢ " Risk ‘ Safe .
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Software
Requirements

HSA’s Initiatives

Telehealth
Guidelines

All Rights Reserved, Health Sciences Authority

Cybersecurity
Requirements

Received 1%
MD with
Al/ML for
product
registration

Software Life
Cycle
Guidelines

12
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Received 15t

Software Telehealth Cybersecurity MD with Software Life
. 1 . Al/ML for Cycle
Requirements Guidelines Requirements =
product Guidelines

registration
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' HISA
Digital Health Market Size to
Grow at Over 25.9% CAGR

to Reach S379bn by 2024
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Health Sciences Authority

Telehealth Guidelines

1.3 Scope

This document applies to all Telehealth products which include
hardware devices, software and mobile applications, specifically
on the classification and regulation of such products.

It does not cover the practice of Telehealth services as this falls
out of HSA’s purview.

- I - 3) Risk : 4) Regulatory - 5) Standalone -
R — " Classification " Mobile Apps

e

All Rights Reserved, Health Sciences Authority
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Flowchart 1: Is a Telehealth product a Medical Device?

Mot medical device.

Telehealth Products Examples:

1. Commercial aff-the-shelf mabile
platfarms {2 z. gen=ricsmartphonas
and tablets] that are not intend=d o be
used fior medical purpose by the
Praduct owner.

2. Online educational medical infarmaton

Can the device and,/or mabilz |Talz-suppart].
applicstions be used far purpase of
inwestigation, detection, diagnasis. 3. 'Webcam to monitor the movements of
manitaring, treatment ar =lderly pragle 2t hame ramotely {Tele
mnitaring].

management of any medical
condition, disease, anatamy ar

4. Apps that can clculste 841 or total
water contantbased on spacific input
parameters but da not pefarmany
disgnasis or therapeusc functions.

physiological process?

5. Jelehsakth products that areinended
salzly for communication purpases
such as video conference systems that
are intznded salzlyta pzfarmremote
consultations betws en chinics and
pati=nts.

6. Software i intended solely for storng.
retrizving aof medical data and dozs not
pracess the infrmation farpatient
mianage ment/monitaring ar diagnasis
of medical conditian.

Is the devie labelled with a state ment fram
product owmer that:

The devices and/ar mabile applications are

natintended for use in the detection,

diagnaosis, manftaring, management ar

treatment of any medical candition ar

disease. Any healkth-related information Nat medical device.
accessed through the devices andfaor
Examples:
applications should not be treated as medical 1. Hzartrats monitarsin smart phanes ar
advice. Users should se ek medical aduice fom Yes weatches for lifestyle purpases and nat
a physician > far medical disgnasis.

2. 5P0Z metersfor e by athletes and
nat intended for medial diagnasis ar
mignitaring purpass.

The devics is a Medicl Davice. Examplas:

1. Remote Surgial Systms that allow doctors to perform sungery on a patient even though they are nat physically in the same loction.
2. Remate patisntmanitorng dewvios:
+  Softwarz or appliction that monitars and transfe rs patient’s data to.a central Wi=wing swtion for display and patiznt monitaring.

»  Saftware ar apphiction that displays EOG ar othar vital signs in remate lacation as transmitted from patient side far manitaring purpase.

3. Mabile madical apps that transform 2 mabile pltform inta 3 regulzted medical device.
*  Mabile apps that uss @ sensor or ked that is manected ta @ mobile pletform to messure and display the electrical signal praduc=d by the
heart {electracardiagraph or ECG).
- Mabilz apps that use an attachment to the mobile petformta measure blood anygen saturation for diagnosis and monitoring of s pecific
disease or condition.

Telehealth Guidelines

Flowchart 2: Risk Classification of Telehealth Medical Devices

Class C Medical Device

Exzmples:

1. Devicesusedfor
continuaus frezl-time
messuremant and
maonitoring of ECG and
hezrt rate for arrhythmiz
manzgement incardisc
patients.

Isthe device designed,intended:
- For continuous monitoring of
physiologiczl parameters OR
- Ta provide therapy
recommendations or maodify
an-going therapiss OR
- For dizgnosis, monitonng
mansgement or trestrment of
critically ill patients

Yes

2. Deviceswhichcan control
andfor monitor
pacemzker.

3. Radiotherspyplanning
softwsare used to contral
end influence the emission
ofionising radistionto be
sdministered to patient.

Class B Medical Device

Examples:
1. Stsndslone mobile zpp for
predictionof hyposhcemis

episodesin patients based
an past glucose

Isthe device designed, intended
for measuring physialagical

nts.
parameters or sid in dizgnoss messuramants
oR Yes 2. Therzpeutic hand held
o ultrasound probefor use

- To zdministerar exchange
energy in 2 non-hazardous
way [2.g. electriczl
stimulation, ultrasound etc.)

with mobile devices.

3. Standslone mobilezpp
that anzlyses zn image of 2
skin lesion using
mathematical algorithms,
such as fractal analysis, and
provide sutomated skin
dizease dizgnosis.

Examples:
1.
2.

Class A Medical Device

Softwsare or spp that does notmeasure, enalyse or monitor petient parameters and solely displays patientdsts

Sensors with mobile appto record tremarsinpatients with Parkinson’s disease and based on 2 scoring system, feedback to
doctors to assist in monitoring disease progression.

17
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“‘, HsAa  Telehealth Guidelines — Clarification Statement

.

The devices and/or mobile applications are not intended for
use in the diagnosis, monitoring, management or treatment

-

*_.  of any medical condition or disease. Any health-related
=~ information accessed through the devices and/or applications
“ should not be treated as medical advice. Users should seek

any medical advice from a physician.
=8
-t
o
g




‘,‘YHSA Risk based Regulatory Approach

Increasing Risk;
Increasing
Regulatory

oversigh}

All Rights Reserved, Health Sciences Authority
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Immediate access
for Standalone
Mobile Medical
Device application
with at le
Referenc
approval (i.e. .
EU, Japan, Canada, & L
Australia) '
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Software Life
Cycle
Guidelines

: - Received 1%
Software Telehealth Cybersecurity MD with
. o . Al/ML for
Requirements Guidelines Requirements
product
registration

All Rights Reserved, Health Sciences Authority
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‘,‘, HsA  Current Cybersecurity Landscape

* Healthcare industry is a major target for cybercriminals who may have
malicious intention to cause patient harm and steal private/confidential
healthcare data

* Threat landscape is ever-evolving and attacks are getting more sophisticated
* |ncreased use of wireless, Internet, loT, and network-connected devices

 The environment where the devices are operating in [hospital vs. community
care (home use)]

* Lack of global harmonised approach in regulating MD cybersecurity

All Rights Reserved, Health Sciences Authority



‘\1 To address cybersecurity risk, it has to be a shared responsibility among all
{ HSA the stakeholders which include HCI, MD Manufacturers, Government
Agencies and end users to ensure that the MDs are cyber-secure

MD
Manufacturers
and local
dealers

=

BA -
1S-1[(H J| TYPE DDDR

| MOD 173 [

ST8Y| gn 100938
INGENICO

r
[Dostom
Scientific

Government
Agencies

Healthcare
which include
IHIS, MOH,
HSA and CSA

Cybersecurity Institutions/
patients

Vulnerability

Finders and
other
stakeholders

All Rights ReS ices Authority 23



\’VHSA Cybersecurity requirements to be fulfilled by
P MD Manufacturers

* Pre-market requirements

— Secured by design — Manufacturers should consider cybersecurity threats
and vulnerabilities by incorporating cybersecurity features at the early
phase of device development

— Risk Mitigation - Risk management system should be utilised to address
any cybersecurity risks

* Post-market requirements

— Evidence must be provided to demonstrate that they have an on-going
plan for surveillance, timely detection and management of the
cybersecurity related threats during the useful life of the device 9,

All Rights Reserved, Health Sciences Authority
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Software
Requirements

HSA’s Initiatives

Telehealth
Guidelines

All Rights Reserved, Health Sciences Authority

Cybersecurity
Requirements

Received 15t
MD with
Al/ML for

product
registration

Software Life
Cycle
Guidelines
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 HsA Al in Healthcare and its Benefits

* Al can bring about the following

. . . Home
benefits in healthcare: ety g ot
1. Faster and more consistent Care

diagnosis/treatment outcomes
2. More efficient allocation of manpower

3. Expanding coverage of healthcare Healthcare
Administration

* Al has potential use-cases throughout Al Applications

healthcare, stretching across 3 broad
interfaces:

Prevention

. . Diagnosis/
1. Interactions between patient and Recovery Screening

healthcare practitioners

2. Pre-/Post-patient interactions with
healthcare practitioners

3. Back-end administrative processes of freatment
healthcare institutions

Source: Al in Healthcare — Regulatory Challenges and Approaches [For Discussion]

All Rights Reserved, Health Sciences Authority 26
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i HsA Al in Healthcare: Regulatory Challenges

e Al/Machine Learning performance is dependent on the quality of the
learning data set that is used in training the engine

o Good quality data will improve the performance while poor quality data or inaccurate data may
affect the device performance

* Al/Machine Learning, unlike other software, has the ability to
continuously learn post-deployment, during use

o With continuous learning, the performance of the machine learning/Al changes from what it was
originally validated
o May provide a different set of output/result

All Rights Reserved, Health Sciences Authority



Vasa Al in Healthcare:
HSA’s Regulatory Approach

* Product life cycle approach

Device
development, Pre- Product
clinical studies and Registration
Clinical studies

Deployment of Al Changes and
software in the upgrade to Al

market software

Manufacturer to
conduct relevant tests

| Evaluation will be
|

I that demonstrate the

|

|

performed in a holistic
manner, considering
various factors such as
build-in quality
controls mechanism,
the level of human
intervention and how
the software value-add
to the clinical workflow

Change Notification
mechanism allows for
the validation of all
changes made, including

~-
Registration conditions |

|

|

|

| change to Al/ML
|

|

|

|

|

[

to monitor any potential
failure in addition to
mandatory SAE

|
|
|
device can perform as I
| reporting. Early
|
|
|
|
|

intended

workflow and/or degree
of human intervention

mitigation measures can
also be put in place if
there any are notable

trends post-deployment

All Rights Reserved, Health Sciences Authority 28
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Work in
progress /

%. .,

Software
Requirements

Telehealth
- Guidelines

: Received 1% - >
Cybersecurity MD with Software Life
Requirements Al/ML for Cycle
product Guidelines
registration

All Rights Reserved, Health Sciences Authority 29
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, Other Initiatives

MD Risk Classification Tool
Pre-Market Consultation and Priority Review Schemes
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i #sA Medical Device Risk Classification Tool

Health Scie

A singapore nment Agenc

Q\T
‘! HSA = Products regulation Blood donation Lab services Who we are E-services A A

HOME » MEDICAL DEVICES » MEDICAL DEVICE REGISTRATION )»

Medical device risk
classification tool

Find out the risk classification of your medical device for
grouping and registration.

@ Before you begin, please check if your product is a medical device in Singapore

1 What type of medical device are you registering?

(O General medical device

(O In vitro diagnostic (IVD) medical device

Note: For standalone software 1ere it controls or influences the output of a separate IVD device, risk

lassification is same as IVD device

CONTINUE

All Rights Reserved, Health Sciences Authority
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Health Sciences Authority

Medical Device Risk Classification Tool

Results can be saved and printed

All Rights Reserved, Health Sciences Authority

oarmirzo1e HSA | Medical device risk classification tool

Medical device risk classification tool

This summary is for MyMDSoftware

1. What type of medical device are you registering?

General medical device

2. Does the device have an integral part which is a registrable medicine (therapeutic
product) that only functions to act on the human body with action ancillary to that of the
device?

Examples: bone cements with antibiotic, wound dressings incorporating antimicrobial agents to provide
ancillary action on the wound

No

3. The device was manufactured from or has incorporated any of the following:
Derivatives of cells or tissues of human origin, rendered non-viable

Cells, tissues or their derivatives of animal origin (rendered non-viable) or
recombinant origin

~ None of the above

4. What is the intended use of the device.

Sterilise or disinfect medical devices (including contact lenses), or hydrating
contact lenses

Contraceptive or used to prevent the transmission of sexually transmitted diseases

~ None of the above

5. Is the device invasive?
No

6. Is the device an active medical device?

Yes

oan1/2019 HSA | Medical device risk classification tool
7. Is the device an active therapeutic device intended to administer or exchange energy to
or with the human body, or is a software?

Yes

8. Considering the nature, density and site of application of the energy, could the
administration or exchange of this energy be done in a potentially hazardous manner,
including exposure to ionising radiation?

Iung baby i i 5 external and
surgical lasers, lithotriptors, therapeutic xray and other sources of ionising radiation
Note: The term potentially hazardous' is in relations to the type of technology involved and the intended

application.

No

Your device's risk classification isClass B|

mples: muscle sti (TENS) devices, powered
dental hand pieces, hearing aids, neonatal for
physiotherapy.

The risk classification above is based on GN13 rule 9i.

To continue registering your medical device, you may check the registration and
licensing requirements for your device.

33



Wiisa Pre-Market Consultation (PMC) Scheme
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* To provide support through the device development lifecycle

b= T T T e A

|

| Pre-Market Consultation (PMC)
! Scheme
|
|

by ensuring devices are in line with

i
!
!
| : : : i
i Supports innovation and device development;
| [
i regulatory requirements i
i i

Before regulatory During regulatory
submission submission

+ -
DISCOVERY + DEY,E"OP c REGULATORY ProODUCT IVT OST
IDEATION RE- LINICAL SUBMISSION LAUNCH ARKET
CLINICAL MONITORING

All Rights Reserved, Health Sciences Authority
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Pre-Market Consultation (PMC) Scheme

DISCOVERY +

IDEATION

Channel for stakeholders
to seek regulatory
advice during medical
device development
phase to align with
regulatory requirements.

Medical Device
Development
Consultation

DEVELOP +
PRE- CLINICAL
CLINICAL

All Rights Reserved, Health Sciences Authority

REGULATORY
SUBMISSION

Medical Device
Pre-submission

Consultation

Channel for stakeholders to
seek feedback on their device
dossier, prior to pre-market
submission, in terms of
completeness and
appropriateness of supporting
documents.

PRODUCT NIID f:‘;E_T
LAUNCH MONITORING

35



Priority Review Scheme

* To provide support through the device development lifecycle

|
| Pre-Market Consultation (PMC) Scheme

| . . :
. Supports innovation and device development
i by ensuring devices are in line with regulatory

i requirements

Before regulatory
submission

%

| Evaluation Route

| Facilitates timely access for devices with prior
| reference agencies approvals

Priority Review Scheme

Facilitates timely access for devices that
address unmet clinical needs

During regulatory
submission

DISCOVERY + DEVELOP +
IDEATION RE-CLINICAL

CLINICAL

REGULATORY PRoODUCT POST —
SUBMISSION LAUNCH MARKET
MONITORING

All Rights Reserved, Health Sciences Authority
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“‘,'HSA Priority Review Scheme

Medical device* to be registered via FULL Evaluation Route » Route 2
0 Falls under 1 of the 9 Designed & validated to

5 healthcare focus areas meet unmet clinical needs

* Cancer Intended for a medical purpose with no

e Diabetes existing alternative treatment or means of

R diagnosis
* Ophthalmic diseases

e Cardiovascular diseases
* Infectious diseases

OR

Represents a breakthrough technology that
provides a clinically meaningful advantage
over existing legally marketed technology

¥

Route 1

*Excluding devices incorporating registrable medicinal products

All Rights Reserved, Health Sciences Authority
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, Conclusion: Keeping Up with

Innovative Technologies

As a Regulator:

* Patient safety and user safety are paramount consideration

* Be acquainted with the emerging trends in our ecosystem

* Forward-looking and agile

e Strive to constantly improve both technical and regulatory knowledge

e Balance the need for regulation (in ensuring safety and performance)
with the need to enable businesses and innovation to grow

Value creation

Reduce harms

All Rights Reserved, Health Sciences Authority 38
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